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About Control4®

Control4, a leading provider of the operating system for the smart home, delivers intelligent control of consumer electronics products, appliances and networking systems through an
easy-to-use and intuitive software interface. Founded in 2003, the company delivers affordable automation and control of lighting, music, video, HVAC, security, and energy management
systems to the broad market through more than 1,600 custom integrators, retail outlets, and distributors in over 65 countries. Control4 is the platform of choice for major consumer

electronics companies, hotels, businesses and utilities that require an intelligent, open and affordable control solution. For more information, visit www.control4.com.

Disclaimer

Control4 makes no representations or warranties with respect to this publication, and specifically disclaims any express or implied warranties of merchantability or fitness for any particular

purpose. Control4 reserves the right to make changes to any and all parts of this publication at any time, without any obligation to notify any person or entity of such changes.

Licenses

GNU

GNU GENERAL PUBLIC LICENSE TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION (Section 3.b.)

You may copy and distribute the Program (or a work based on it, under Section 2) in object code or executable form under the terms of

Sections 1 and 2 above provided that you also do one of the following:

Accompany it with a written offer, valid for at least three years, to give any third party, for a charge no more than your cost of physically performing source distribution, a complete
machine-readable copy of the corresponding source code, to be distributed under the terms of Sections 1 and 2 above on a medium customarily used for software interchange.

The complete text for this license is available on the Control4 website.

Gracenote
Gracenote®, Gracenote logo and logotype, and the "Powered by Gracenote" logo are either a registered trademark or a trademark of Gracenote, Inc. in the United States and/or other

countries. Music and DVD recognition technology and related data are provided by Gracenote—Gracenote is the industry standard in Music and DVD recognition technology and related
content delivery. For more information visit www.gracenote.com.

Spread
This product uses software developed by Spread Concepts LLC for use in the Spread toolkit. For more information about Spread see http://www.spread.org.
Libertas

Libertas Firmware copyright statement for Touch Screens 6/26/09

Copyright (c) 2006, One Laptop per Child and Marvell Corporation. All rights reserved.

Redistribution—Redistribution and use in binary form, without modification, are permitted provided that the following conditions are met:

* Redistributions must reproduce the above copyright notice and the following disclaimer in the documentation and/or other materials provided with the distribution.

* Neither the name of Marvell Corporation nor the names of its suppliers may be used to endorse or promote products derived from this software without specific prior written permission.
* No reverse engineering, decompilation, or disassembly of this software is permitted.

*You may not use or attempt to use this software in conjunction with any product that is offered by a third party as a replacement, substitute or alternative to a Marvell Product where a
Marvell Product is defined as a proprietary wireless LAN embedded client solution of Marvell or a Marvell Affiliate.

DISCLAIMER—THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND

CONTRIBUTORS “AS IS” AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS
OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR
TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

Copyright
Copyright ©2018 Control4. All rights reserved. All rights reserved. Control4, the Control4 logo, the Control4 certified logo, Triad, and the Triad logo are registered trademarks or

trademarks of Control4 Corporation in the United States and/or other countries. All other names and brands may be claimed as the property of their respective owners. Pricing and
specifications are subject to change without notice.

Z-Wave

The Z-Wave trademark and logo are owned by Sigma Designs, Inc.
Contact Information

Control4 Corporation

11734 S. Election Road

Salt Lake City, UT 84020 USA

http://www.control4.com
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Control4 Operating System Release Notes

Introduction

This Control4® Operating System 2.10.2 (OS 2.10.2) release is a maintenance release and is
intended for new installations as well as an update for existing installations. Most of the changes that
went into this release were defect fixes, but we also added support to the 2210 devices to allow them
to be a ZigBee extender.

Z210 ZigBee Range Extender Support

Allowing the Z210 to become a ZigBee extender complements its already vast capabilities. With this
new capability, the Z210 will now replace the previous ZigBee Range Extender in the marketplace.

Note: The maximum number of non-routing devices (System Remote Controls or other “sleepy”
devices) that can be joined to the Z2I0 when it is functioning as a ZigBee range extender is 32.
Please refer to KB 1181 for additional details about the number of non-routing devices supported by
ZigBee routing devices.

Defects

Remote Fixes

e 33756-The SR-260 is randomly showing an hourglass when browsing quickly (remote not
responding)

Scheduler Fixes
e 36739-The scheduler is not executing properly in 2.10

Blind Fixes
e 36905—Somfy Urtsi Il blinds are not executing when programmed via When >> Then
interface
Lock Fixes

e 36850—0n the Kwikset Lock Driver, the navigator crashes when adding a user with restricted
date and time.

General Backend Fixes

e 37139—Log snapshot can inadvertently collect wireless credentials on HC250
e 37053—The T3 driver files are corrupt

o 34431—Broker errors: "GetProject error: Error: Emptying queue" after having recently loaded
a project / or changing locale

Intercom Fixes

e 38185—Composer is crashing when selecting Intercom, Regular Call, Group Call, End Call in
programming.
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e 37202—When the director IP changes, intercom does not function correctly for 5-20 minutes
e 37132—DS2 calls to T3 are failing after updating to OS 2.10.1

e 36645—The Freeswitch Gateway changed button looks grayed out until you mouse-over it.
o 36943—All Intercom Devices are reporting as 'busy’

e 37087—Frequent audio & video issues during intercom calls between T3 to T3 and DS2 to
T3.

o 37275—EA3 is getting a WARN: Combridge daemon warning; bridge is not running
e 37815—Intercom: Combridge disabled after an update
e 37845—Intercom: Calling a group of T3s from a T3 has no audio

e 38178—Intercom: Unable to connect and all communication devices are showing as 'NOT
READY'

e 38258—Removing communication agent causes director to crash
e 37748—Touchscreen and DS2 not picking up on monitor mode

e 38371—Intercom: The communication agent isn't changing the SIP server name on a
controller change

e 38323—Had to refresh gateway after update

e 38528—Intercom calls just stop functioning

3.7 Composer Fixes

e 37101—Composer Pro: Driver load issues a warning error that isn't logged
e 37084—Composer Pro: Crashing when adjusting property widths of drivers

e 36160—System Manager for SDDP does not show errors in SDDP fields, including checking
for valid quotes, etc.

e 37099—Composer allows apostrophe and @ characters to be used in group names
e 37789—Composer web | Memory and CPU widget error
e 37199—Cannot connect remotely using Composer

e 38375—Composer pro - 0-10v Module - unable to set load type in system design

3.8 Audio Announcement Fixes

e 37357—Announcement causes volume to drop to zero or mute

e 37372—Announcement doesn't play if room is off and set volume checkbox on
announcement is not checked.

e 37383—Announcements: If you execute an announcement in a powered off room with a
receiver as the audio endpoint, then the volume for the receiver is set to 0 after the
announcement finishes.

e 37401—Announcement Agent - Composer fatal error when adding T3 touchscreen a group
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37439—Announcement Agent - Room volume changing back to room default after
announcement execution not the volume you had set prior to the announcement

37470—Announcements: Receiver Sony DA5800ES turns off before volume is restored

37473—Announcements: When the start delay expires, the set volume and two mute offs are
executed

37231—Announcement Changes volume level on TV audio path instead of using audio path
35251—Announcements: Audio stream ramp up at the end of an announcement

34876—Typo in logging "ExecuteAnnnoucement"” instead of ExecuteAnnouncement in
director.log

38159—Announcement agent: Long stop delay (45000ms+) causes director to crash if the
stop delay goes longer than the 45 second timeout

37586—Room volume could be set to zero if announcement plays in another room in the
zone

3.9 General Audio & Video Fixes

37400—Controller audio has stuttering issues when WiFi is turned on

38023—Room won't turn off

33984—My OSD is showing that the zones is muted but music is still playing

36575—AMS output volume is at 0% after update on zones with which also have a T3 device.
38060—Director crashing while playing Pandora

38022—Audio failed to play after update

37356—EQ settings don't save on a non-US English pc

38131—Unable to unmute a room on a T3 touch screen.

38277—HC250: audiostreamer is getting killed before the audio is supposed to end and audio
eventually stops working.

36815—Director restarted unexpectedly because room driver is crashing

6656—EA Audio output causes a popping noise on a reboot.

3.10 General Ul Fixes

37468—Wallpaper disappeared on update, no wallpaper selectable either

37481—0SD is not controllable with a remote
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6.1

6.1.1

Control4 Operating System Release Notes

Life Cycle and Maintenance Changes

There are no life cycle changes between OS 2.10.0 and 2.10.2. If you are upgrading from something
lower than OS 2.10.0 to 2.10.2 then you will need to be aware of the life cycle changes that happened
in OS 2.10.0. These can be found in the OS 2.10.0 Release Notes.

Updated or New Firmware

Device Firmware version
SR-260 Remote 2.1.104.d061b12
2210 1.0.329.5b3e453

Upgrading to OS 2.10.2

There were some major changes in OS 2.10.0 that still apply to OS 2.10.2. They will require careful
consideration if you are not already on OS 2.10.0 or higher. These can be found in the OS 2.10.0
Release Notes.

Update Recommendations for Existing Systems

IMPORTANT! (1) The OS 2.10.2 release utilizes ZigBee Pro for ZigBee RF communications.
Controllers and ZigBee firmware devices upgraded to OS 2.1 or later cannot be downgraded to
Release 1.7.4 or prior versions.

(2) A few legacy products are not supported in OS 2.10.2. Other products are supported, but may
have limited functionality or may not provide access to new capabilities. For a current list of products
and lifecycles, see http://dealer.control4.com/dealer/support/product-lifecycle.

(3) OS 2.10.2 is a complete system software release. All supported Control4 devices will receive new
software or firmware. The update process will affect all devices in the Control4 system.

ZigBee Pro

Control4 has been utilizing ZigBee Pro for ZigBee RF communications since the release of OS 1.8 in
August 2009. With the introduction of OS 2.6.0, you no longer have the ability to upgrade Embernet-
based devices, and this will continue to be the case in subsequent releases. If you have Embernet-
based ZigBee devices in inventory or taken from another system, they must be installed on an OS
2.5.x system and have their firmware updated to ZigBee Pro prior to being installed on an OS 2.10.2
system.
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6.2 Quick Reference to the OS 2.10.2 and Later Upgrade
Process

6.2.1 Pre-work Prior to Arrival at the Customer’s Location
1. Ensure that Composer Pro for OS 2.10.2 and later has been installed and activated on the
installer’s laptop or PC. Internet connectivity is required for activation for first-time installations.

2. Internet connectivity is required on the premises for upgrading from OS 2.2.x to 0OS 2.10.2
and later. After the Primary Controller has been updated to OS 2.10.2, the USB Install for OS
2.10.2 can be used to update the remainder of the devices on the system. Ensure that Internet
connectivity is available or plan for temporary Internet connectivity during the time the upgrade is
performed. You can then upgrade the system to OS 2.10.2.

3. If asoftware license is needed, use your dealer account on my.control4.com to assign the
license to the customer’s account.

4. |If updating from Release 1.7.4, 1.8.2, or a prior version, you must first upgrade them to 2.2.x
before they will be allowed to upgrade to OS 2.10.2

6.2.2 Upon Arrival at the Customer’s Location

1. Connect to the Control4 system using the appropriate version of Composer Pro for the system
that is currently running.
a. Ensure that all IP and ZigBee devices have been identified and are online.
b. Ensure that all system programming is working as it should prior to beginning the update.

c. Make a backup of the Control4 system in Composer Pro prior to beginning the update. This
backup should be named so that you can find it later if needed.

2. (Optional) Make sure that the customer’s media collection is backed up. Whether the media is
stored on a Control4 controller hard drive, a USB drive, or a network-attached storage device, it is
subject to loss if the storage device fails. Control4 does not provide backup solutions for data
storage, but recommends that you ensure that customers use a backup solution.

3. Connect to the Control4 system using Composer Pro 2.10.2 (or later) to initiate the upgrade to OS
2.10.2 or later, and then use Update Manager to begin the update process.

4. After the update, reboot the PC running Composer Pro to ensure that the Samba mounts to the
controllers are current.

5. Back up the project. After completing the update, make a backup file of the Composer Pro project.
Give it a name that distinguishes it from the pre-upgrade backup. If you ever need to restore this
system, having a current backup will save a lot of time and effort.

6.3 Residential Software Product Releases

Control4 software releases (last several years)

Release 2.5.x

Thursday, June 6, 2013 2.5.0.235326-res Initial Release—Next generation of lighting
products, new line of Panelized Lighting
products, and Wireless Music Bridge.

Thursday, August 8, 2013 2.5.1.242407-res Maintenance Release—Configurable
Decora Wired Keypad, Bus Ethernet
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Control4 software releases (last several years)

Gateway, 48V Bus Power Supply; bug
fixes.

Thursday, September 19, 2013

2.5.2.247182-res

Maintenance Release—Audio Matrix
Switch, 8x8 HDMI Matrix Switch, 100
Series Power Amplifiers, bug fixes.

Wednesday, February 26, 2014

2.5.3.429171-res

Maintenance Release—Camera proxy,
integrity detection & repair tool, WMA
support, bug fixes.

Release 2.6.x

Wednesday, September 10, 2014

2.6.0.455411-res

Initial Release— MSP and Pool Ul, parity
features, composer express, composer
search/filter tools, dry input contact, new
48v power supply life cycle changes, bug
fixes.

Release 2.7.x

Tuesday, March 24, 2015

2.7.0.505218-res

Initial Release — Touch Screens,
Thermostat v2 (C4-THERM) and
Thermostat Ul, SR-260, Composer Tools,
Mobile Changes

Tuesday, May 5, 2015

2.7.1.506055-res

Maintenance Release — Defect fixes and
new manufacturing image for T3 in-wall
touch screens.

Thursday, June 25, 2015

2.7.2.507543-res

Maintenance Release — Defect fixes and
T3 7" Tabletop.

Release 2.8.x

Wednesday, October 14, 2015

2.8.0.512161-res

Initial Release — Security, My Music,
Movies, Channels, Cloud Backup, T3
Wallpaper & Screensaver, and defect fixes.

Tuesday, January 26, 2016

2.8.1.514313-res

Maintenance Release — Defect fixes and
T3 10" Tabletop, EA controllers, Apple
Watch app, DS2 Door Station

Tuesday, April 5, 2016.

2.8.2.515794-res

Maintenance Release — Defect fixes, Card
Access rebrand, and Chinese engraving

Release 2.9.x

Wednesday, September 14, 2016

2.9.0.525559-res

Initial Release — Hospitality, MDU, Z-Wave,
Shades Ul, Custom buttons

Wednesday, February 1, 2017

2.9.1.532460-res

Maintenance Release — Gengi Dual Load,
10X V2, Alexa update, defect fixes

Release 2.10.x

Wednesday, September 6, 2017

2.10.0.540110-res

Initial Release - Triad One, Triad AMS,
Triad 8 Zone, T3 Announcements, Spotify,
Spotfiy Connect, SiriusXM, iHeartRadio,
Z210, Z2C, When >> Then, SMW
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Control4 software releases (last several years)

Thursday, October 26, 2017 2.10.0.542164-res | Maintenance Release (superseded
2.10.0.450110-res) — Defect fixes

Wednesday, November 20, 2017 2.10.0.542686-res | Maintenance Release (superseded
2.10.0.452164-res) — Defect fixes

Monday, February 5, 2018 2.10.1.544795-res | Maintenance Release — CA-1, T3 5 GHz
support, defect fixes
Wednesday, May 23, 2018 2.10.2.549842-res | Maintenance Release — Z2I0 ZigBee

Extender, defect fixes

7 Technical Support Contact Information

If you encounter any issues during or following the update, or if you have any questions, please
contact Control4 Technical Support for assistance.

Phone: 1-888-400-4072

Email: support@control4.com

For more information about the new features and capabilities of OS 2.10.0 or later, visit
http://dealer.control4.com/dealer/training.

8 Legal Notice

This document is confidential and is only made available to authorized Control4 Dealers who have
agreed to terms of confidentiality under the Control4 Non-Disclosure Agreement. These terms must
be maintained and pertain to information found in this document.

Information in this document, including URL and other Internet website references, is subject to
change without notice and is provided for informational purposes only. The entire risk of the use or
results of the use of this document remains with the user, and Control4 makes no warranties, either
express or implied. Complying with all applicable copyright laws is the responsibility of the user.
Without limiting the rights under copyright, no part of this document may be reproduced, stored in or
introduced into a retrieval system, or transmitted in any form or by any means (electronic, mechanical,
photocopying, recording, or otherwise), or for any purpose, without the express written permission of
Control4.

Control4 may have patents, patent applications, trademarks, copyrights, or other intellectual property
rights covering subject matter in this document. Except as expressly provided in any written license
agreement from Control4, the furnishing of this document does not give you any license to patents,
trademarks, copyrights, or other intellectual property.

This document is for reference purposes only, and it is provided only as advice to Dealers. Each
system setup is unique and customized to a specific customer's needs. It is the Dealer’s responsibility
to make sure the system is compatible before making any changes and installing any updates. In
addition, it is the Dealers responsibility to get the customer's permission before accessing the
customer's system and making any changes or installing any updates.
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